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Shell's employee database breached: 170,000 records
compromised
Posted on 15 February 2010.

Oil giant Shell was unpleasantly surprised when
it received news of a database containing
contact information of some 170,000 of their
workers having been emailed to seven non-
governmental groups and one anti-Shell
website.

It is still unknown what kind of information the database contains,
and Shell has demanded an immediate deletion of the database
from every recipient. When it was sent, it was also accompanied
by a letter supposedly signed by over 100 Shell staff. One thing
that has been mage public is that the information in the database
is six months old, giving rise to the speculation that the signed
employees are actually disgruntled ex-employees.

According to IT Pro, Shell has initiated an investigation, and so did
the UK's Information Commissioner’s Office. If Shell is found guilty
of an offense under the Data Protection Act - if it failed to have
adequate security measures in place to keep the data secure - it
could be fined. 

Fortunately for them, the fines imposed for such an offense have
so far rarely surpassed the amount of £5,000 - a laughable sum
for a corporation of Shell's size. But, things are about to change in
two months, when new rules will make it possible to exact fines
that could reach half a million pounds. 

Botnets, the ever-present threat
Massive ZeuS compromise discovered
Imminent flood of smartphone malware?
Man gets 309 years in prison for identity theft
Video: Cyber attack simulation

 

 The Security Implications of Web 2.0
 Employee Web Use and Misuse
 Identifying and Thwarting Malicious Intrusions

Subscribe

http://www.net-security.org/
http://googleads.g.doubleclick.net/aclk?sa=l&ai=B0-f6wMB9S9a0EJ7IjQfg5_ndCdj6iJABAAAAEAEg0tb7ATgAUOrE7IwGWKK5l4wNYLuun4PQCrIBFHd3dy5uZXQtc2VjdXJpdHkub3JnugEJNzI4eDkwX2FzyAED2gEwaHR0cDovL3d3dy5uZXQtc2VjdXJpdHkub3JnL3NlY3dvcmxkLnBocD9pZD04ODcxwAIC4AIB6gISUk9TLWxlYWRlcmJvYXJkLXVw-ALy0R6QA9AFmAOMBqgDAcgDBdAEkE7gBAE&num=0&sig=AGiWqtylBQKB_TlLLIJi6844Bl3GBfYR6A&client=ca-pub-0316239046699825&adurl=http://www.gfi.com/landing/me-disclaimers-freeware.asp%3Fadv%3D62%26loc%3D66
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BvNGgwcB9S7nnAerBjQeZq6iVBeSBo5QBAAAAEAEg0tb7ATgAUNKT7PsEWKKU6MkNYLuun4PQCrIBFHd3dy5uZXQtc2VjdXJpdHkub3JnugEJNzI4eDkwX2FzyAEC2gEwaHR0cDovL3d3dy5uZXQtc2VjdXJpdHkub3JnL3NlY3dvcmxkLnBocD9pZD04ODcx4AEHwAIC4AIB6gIUUk9TLWxlYWRlcmJvYXJkLWRvd274AvLRHpAD0AWYA4wGqAMByAMF0ASQTuAEAQ&num=0&sig=AGiWqtzHoEyeGxbEdfdVgOk9uJDj9GeXHw&client=ca-pub-0316239046699825&adurl=http://lp.qualys.com/content/vm_bootcamp%3Fleadsource%3D670013
http://www.net-security.org/privacy.php
http://www.net-security.org/infosecuritynews.php
http://www.net-security.org/secworld.php?id=8885
http://www.net-security.org/virus_news.php?id=1238
http://www.net-security.org/secworld.php?id=8884
http://www.net-security.org/secworld.php?id=8883
http://www.net-security.org/article.php?id=1385
http://www.net-security.org/secworld.php?id=8882
http://www.net-security.org/secworld.php?id=8881
http://www.net-security.org/virus_news.php?id=1237
http://www.net-security.org/secworld.php?id=8880
http://www.net-security.org/secworld.php?id=8879
http://www.net-security.org/secworld.php?id=8878
http://www.net-security.org/article.php?id=1384
http://www.net-security.org/insecuremag.php
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BpWfOwMB9S8ilKcf9-Aa6mfiQCr6DnGGmme7qDMCNtwGw8igQARgBIKe81RY4AFC3z5q7AWC7rp-D0AqgAcLRj_YDsgEUd3d3Lm5ldC1zZWN1cml0eS5vcme6AQoxODB4MTUwX2FzyAEB2gEwaHR0cDovL3d3dy5uZXQtc2VjdXJpdHkub3JnL3NlY3dvcmxkLnBocD9pZD04ODcxqQJJeZrFLDi6PsgC_rihCKgDAcgDB-gDvQXoA8EF6APABegDqAP1AwAAAID1AxAAgAA&num=1&sig=AGiWqtzLINpzgL3oilq-0jUvF1DFNn9rRw&client=ca-pub-4877126615183971&adurl=http://clickserve.uk.dartsearch.net/link/click%3Flid%3D43000000087519459%26ds_s_kwgid%3D58000000001558997%26ds_e_adid%3D3350347652%26ds_e_matchtype%3Dcontent%26ds_url_v%3D2
http://www.google.com/url?ct=abg&q=https://www.google.com/adsense/support/bin/request.py%3Fcontact%3Dabg_afc%26url%3Dhttp://www.net-security.org/secworld.php%253Fid%253D8871%26hl%3Den%26client%3Dca-pub-4877126615183971%26adU%3Dwww.creditexpert.co.uk%26adT%3DFree%2Bidentity%2Bfraud%2Bcheck%26gl%3DGB&usg=AFQjCNHrK_4TnMIjq5FVIKWJnOXFpqfgpA
http://www.addthis.com/bookmark.php?v=20
http://www.itpro.co.uk/620488/shell-hit-by-massive-data-breach
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BFBMWwMB9S5TEH4LTjQfW7O3wBNj6iJABAAAAEAEg0tb7ATgAUJru3vv-_____wFYsLuXjA1gu66fg9AKsgEUd3d3Lm5ldC1zZWN1cml0eS5vcmfIAQLaATBodHRwOi8vd3d3Lm5ldC1zZWN1cml0eS5vcmcvc2Vjd29ybGQucGhwP2lkPTg4NzHgAQLAAgLgAgHqAhFST1MtdGV4dGxpbmstZ29yZfgC8tEekAPQBZgDjAaoAwHIAwXQBJBO4AQB&num=0&sig=AGiWqtwHA95m6Uipl-P-zD8WZlhuQKuc_Q&client=ca-pub-0316239046699825&adurl=http://www.net-security.org/gfimail
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BJVtQwMB9S9SpKNO8jQf9icGMBdj6iJABAAAAEAEg0tb7ATgAUL65-YkFWPy5l4wNYLuun4PQCrIBFHd3dy5uZXQtc2VjdXJpdHkub3JnyAEC2gEwaHR0cDovL3d3dy5uZXQtc2VjdXJpdHkub3JnL3NlY3dvcmxkLnBocD9pZD04ODcx4AEDwAIC4AIB6gIRUk9TLXRleHRsaW5rLWRvbGX4AvLRHpAD0AWYA4wGqAMByAMF0ASQTuAEAQ&num=0&sig=AGiWqtwFRoh8Rqzz7Z2SWKBNzIGu9SxuuA&client=ca-pub-0316239046699825&adurl=http://www.net-security.org/gfiscanner
http://www.net-security.org/secworld.php?id=8885
http://www.net-security.org/secworld.php?id=8884
http://www.net-security.org/secworld.php?id=8883
http://www.net-security.org/secworld.php?id=8882
http://www.net-security.org/secworld.php?id=8881
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BCvIOwMB9S8_EL5O-jQeKw63sCNj6iJABAAAAEAEg0tb7ATgAUN7Gnpb6_____wFYyLiXjA1gu66fg9AKsgEUd3d3Lm5ldC1zZWN1cml0eS5vcme6AQozMzZ4MjgwX2FzyAEC2gEwaHR0cDovL3d3dy5uZXQtc2VjdXJpdHkub3JnL3NlY3dvcmxkLnBocD9pZD04ODcx4AEEwAIC4AIB6gIMUk9TLXNxdWFyZS0x-ALy0R6QA9AFmAOMBqgDAcgDBdAEkE7gBAE&num=0&sig=AGiWqty8iHld2cA5xOH1kD-fcPh2ySfJjg&client=ca-pub-0316239046699825&adurl=http://www.gfi.com/landing/lanss-freeware-security-scanner.asp%3Fadv%3D62%26loc%3D65&nm=1
http://googleads.g.doubleclick.net/aclk?sa=l&ai=B7kvuwMB9S8-yM5_EjQe9krjFDuSBo5QBAAAAEAEg0tb7ATgAUNKT7PsEWLDp58kNYLuun4PQCrIBFHd3dy5uZXQtc2VjdXJpdHkub3JnugEKMzAweDI1MF9hc8gBAtoBMGh0dHA6Ly93d3cubmV0LXNlY3VyaXR5Lm9yZy9zZWN3b3JsZC5waHA_aWQ9ODg3MeABBcACAuACAeoCDFJPUy1zcXVhcmUtMvgC8tEekAPQBZgDjAaoAwHIAwXQBJBO4AQB&num=0&sig=AGiWqtyKTJWKWqh7sPvd-ohFblsN-ja-ZQ&client=ca-pub-0316239046699825&adurl=http://lp.qualys.com/content/vm_bootcamp%3Fleadsource%3D670013
http://googleads.g.doubleclick.net/aclk?sa=l&ai=ByaiZwMB9S-7IOZbPjQfBnbXnBOKgi5QBAAAAEAEg0tb7ATgAUOXoq-D4_____wFYqO2Ixw1gu66fg9AKsgEUd3d3Lm5ldC1zZWN1cml0eS5vcme6AQozMDB4MjUwX2FzyAEC2gEwaHR0cDovL3d3dy5uZXQtc2VjdXJpdHkub3JnL3NlY3dvcmxkLnBocD9pZD04ODcx4AEGwAIC4AIB6gIMUk9TLXNxdWFyZS0z-ALy0R6QA9AFmAOMBqgDAcgDBdAEkE7gBAE&num=0&sig=AGiWqtwdCJGdQD3LJeLErxpWaM6_TOaLoA&client=ca-pub-0316239046699825&adurl=http://bit.ly/9DRPUr
http://net-security.tradepub.com/free/w_mx05/
http://net-security.tradepub.com/free/w_sym50/
http://net-security.tradepub.com/free/w_mx04/
http://www.net-security.org/
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/articles.php?cat=19
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/conferences.php
http://www.net-security.org/bookstore.php
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/secworld.php?id=8871#
http://www.net-security.org/insecuremag.php

