Shell's employee database breached: 170,000 records compromised

HOME

You

LATEST

NEWS | ARTICLES | SOFTWARE

SUBSCRIBE
SECURITY NEWS

¥ B

NEWS 3 thursday, 17:23 EST

Botnets, the ever-present threat

Spybot.

AKB worm spreads across

P2P networks and e-mail

Massive ZeuS compromise discovered

Imminent flood of smartphone
malware?

Policing your IT police: Proactive
security

Man gets 309 years in prison for

identity

theft

Video: Cyber attack simulation
Spam recycling: Why fix it if it ain't
broken?

Finalists announced for the "Most
Innovative Company at RSA
Conference 2010" contest

12 tips to ensure company data is kept could be fined.

private

Mock cyber attack shows US
unpreparedness

A closer look at System Surveillance

Pro5.5

LATEST REVIEWS

Hacking

Free identity fraud
check

Check if anyone has
taken out credit in your
name.

www

.creditexpert.co.uk

Now with FREEWARE
email disclaimers

VIDEOS RISKS EVENTS BO! 0] 31 AB

Stop all spam at email sever level with GFl MailEssentials
Download FREE trial now!

Shell's employee database breached: 170,000 records
compromised
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Qil giant Shell was unpleasantly surprised when
it received news of a database containing
contact information of some 170,000 of their
workers having been emailed to seven non-
governmental groups and one anti-Shell
website.

It is still unknown what kind of information the database contains,
and Shell has demanded an immediate deletion of the database
from every recipient. When it was sent, it was also accompanied
by a letter supposedly signed by over 100 Shell staff. One thing
that has been mage public is that the information in the database
is six months old, giving rise to the speculation that the signed
employees are actually disgruntled ex-employees.

According to IT Pro, Shell has initiated an investigation, and so did
the UK's Information Commissioner’s Office. If Shell is found guilty
of an offense under the Data Protection Act - if it failed to have
adequate security measures in place to keep the data secure - it

Fortunately for them, the fines imposed for such an offense have
so far rarely surpassed the amount of £5,000 - a laughable sum
for a corporation of Shell's size. But, things are about to change in
two months, when new rules will make it possible to exact fines
that could reach half a million pounds.

Author: Zeljka Zorz, HNS News Editor.
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