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Shell Employee Directory
Leaked, Allegedly By
Activist Workers

Oil company acknowledges leak, but says it isn't sure
current employees did the deed

Feb 12,2010 02:31 PM

By Tim Wilson
DarkReading

The names and phone numbers of more than 170,000 employees and contractors
at Royal Dutch Shell have been emailed to environmental and human rights
campaign groups, the oil company acknowledged today.

The database, from Shell's internal directory, gives names and telephone
numbers for all of the company's workforce worldwide, including some home
numbers, according to a story in the Financial Times. The e-mail was ostensibly
sent by disaffected staff calling for a "peaceful corporate revolution" at the
company.

The database was emailed with a 170-page cover note, explaining that it was
being circulated by "116 concerned employees of Shell Oil dispersed throughout
the USA, the UK, and the Netherlands" to highlight the harm allegedly done by
the company's operations in Nigeria, according to the Financial Times.

Shell confirmed the database was genuine, but said it did not pose a security risk
because it did not include home addresses, according to the news report. The
company said it was investigating the security breach, but did not believe the
claim it had been leaked by disaffected staff. So far, no Shell employee has
admitted playing a role in the data theft.

The leaked information is about 6 months old, suggesting it could have been
taken by a former employee, Financial Times said. Shell cut 5,000 jobs last year
and recently announced a further 1,000 job losses for this year.

The e-mail was sent to a handful of campaign groups, including Greenpeace, and
to www.royaldutchshellplc.com, a Website used to air grievances about Shell, the
report said.
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You can read about the consequences of not protecting critical data in the
daily headlines. In response, security-conscious organizations are tackling the
complexities involved in effectively monitoring their databases for potential
leaks and compromises. Fortunately, an emerging class of software is
stepping up to help. Here’s what enterprises need to know about selecting, deploying,
and managing DAM technology.

S SQL Injection: A Major Threat to Data Security
Of all the attacks taking place on Web sites across the Internet today, SQL
injection is the most popular for cybercriminals trying to hack their way into
corporate data stores. But for such a pervasive threat, there is still little
understanding within the development and database communities about what
constitutes a SQL injection vulnerability, how attacks against a SQL injection
bug work, and how to mitigate the risk. We examine how these exploits work and what
you can do to stop them.

N Protecting Your Databases From Careless End Users
While much attention is paid to outside attackers' efforts to crack enterprise
databases, IT organizations often overlook an even greater threat: end users.
Ignorance and disregard of company security policies may lead employees to
expose their organizations' databases to compromise, often without even
knowing that they’re doing so. In this report, we offer advice on how to
educate users on database security, and some common-sense recommendations on how
to limit the damage.

u» A Database Administrator's Guide to Security
While most security pros have become painfully aware of the threats posed to
their organizations' databases, many of those who create and maintain the
databases still don't fully understand the danger. This "security primer" is
designed to open the eyes of the DBA to the risks posed by poor database
security — and to current "best practices" that can help prevent those risks
from becoming reality.

N Why Your Databases Are Vulnerable To Attack - And What You
Can Do About It
Most of an enterprise’s most sensitive and valuable information resides in
databases. Yet, in many organizations, database security is often neglected,
misunderstood, or even ignored. In this report, we discover why databases
have become one of the most popular targets for hackers - and how everyday
mistakes in database administration contribute to these attacks. We also offer some
advice on what your organization can do to protect your most critical data - and to stop
hackers in their tracks.
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Learn best practices and specific tips for effectively securing Oracle, SQL Server,
DB2, MySQL and Sybase environments, including tracking security vulnerabilities,
the anatomy of buffer overflow vulnerabilities and database auditing.

Databases at Risk: Current State of Database Security (ESG Research)
This recently published ESG report analyzes the current state of database security
-- concluding it depends upon too many manual processes -- and also offers
concrete steps to improve database security across the enterprise.
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